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Managing the Mobile Edge:

The Unigue Challenges and
Requirements for Successtul
Management of Mobility Solutions



The power of mobility solutions in the enterprise is proven: companies all
over the globe are deploying mobility solutions across the enterprise to
achieve greater employee productivity, reduce costs and increase profitability.
But an often overlooked critical element of a successful mobility solution is
management. Without a comprehensive management solution, the benefits
of mobility can be quickly eroded through the additional time and costs
associated with deployment, day-to-day management and ongoing user
support. There are many challenges involved in managing the many elements
in an enterprise mobility solution - from mobile computers and scanners to
integrated voice and data and other mobile devices, to wireless switches,
access ports and access points. This white paper examines those challenges
and assesses management system requirements that will reduce the complexity
of managing as well as the total cost of ownership for your mobility solutions.

Overview

Wireless networking and Radio Frequency
Identification (RFID) are fostering the next
revolution in enterprise computing. Without the
burden of the high cost of wiring devices, the
number of network-enabled devices is exploding.
Built-in Wi-Fi capabilities have become ubiquitous,
found in everything from rugged mobile devices,
scanners and Enterprise Digital Assistants (EDAs)
to door locks. This next generation of wireless
devices enables new classes of applications for
mobile workers that deliver significant benefits to
the enterprise, including productivity gains and
cost savings.

However, these new applications also create major
challenges for IT managers who are scrambling to
deploy, manage and support their increasingly-
mobile enterprise. And compliance with legislation
such as Sarbanes-Oxley, HIPPA and FIPS, combined
with VISA security requirements, further increases
pressure on IT managers to strengthen their
wireless security.

Managing enterprise mobility, where mobile users
are constantly in motion and are sharing a common
wireless network infrastructure, requires an entirely
new approach that harnesses intelligence across
mobile devices and the wireless infrastructure

to deliver desired levels of security and end-user
performance.

Does your mobile infrastructure

meet Sarbanes-Oxley, HIPAA and
VISA security requirements?

The challenges of managing
mobility

While enterprise mobility enables companies to be
more nimble, efficient and responsive to customers,
it also poses a new set of challenges for IT
departments:

The mobile edge of the enterprise is constantly
in motion:

e People are in motion

® Devices are in motion

e Objects (inventory and assets) are in motion

Mobile employees have unique needs, often:
¢ Working with business critical applications
¢ |n front of customers
® Measured on the clock
e |ncreasingly, non IT-savvy - and when mobile
employees need help, they demand instant
response from their IT help-desk

The mobile edge is fragmented and exploding:
e New types of devices
e Increasing number of mobile devices in the
enterprise
¢ New types of network infrastructure elements
e An increasing number of network infrastructure
elements

Securing and managing the mobile edge is a
major challenge

Standardization of the mobile operating system (OS)
and wireless infrastructure exposes the enterprise
to new risks. Security, network performance and
protecting of data and mobile assets have become a
major challenge for IT operations.
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